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BAR CODE SYMBOL TICKETING FOR AUTHORIZING ACCESS IN 
A WIRELESS LOCAL AREA COMMUNICATIONS NETWORK 

CROSS REFERENCE TO RELATED CASES 
This application is a continuation-in-part of U.S. Patent Application Serial No. 
09/589,514, filed June 8, 2000, and is related to U.S. Patent Application Serial No. 08/691,263 
commonly assigned herewith, and is being simultaneously filed with a U.S. patent Application 
entitled "Communications Network With Wireless Gateways For Mobile Terminal Access". 

BACKGROUND OF THE INVENTION 
FIELD OF THE INVENTION 

The invention relates to enabling authorized access to a network and, more 
particularly, to electronic services in a wireless local area network, especially by issuing portable, 
physical tickets encoded with machine-readable indicia for presentment at an electro-optical reader. 

DESCRIPTION OF THE RELATED ART 

The Internet computer network is gaining ever-increasing significance in the world 
of science, technology, information and commerce among many others. The Internet will be well 
known to the skilled reader but, in brief summary, comprises a network of computers practically 
worldwide and accessible from any access point suitably linked to retrieve information contained 
in the Internet. Various sub-networks exist within the Internet, one of the best known of which is 
the worldwide web. 

Information is commonly stored on the Internet in the form of "pages," often 
comprising a "home page" relating to a general site and providing guidance and access to the 



contents at that site, the contents being contained in "sub-pages". A site includes a unique Internet 
Protocol address or Uniform Resource Locator (URL). The site can thus be accessed from any 
access point to the Internet by entering the relevant address and displaying the site held at that 
address. The user accesses the Internet via a client computer, for example, a personal computer 
linked to the Internet. The link will typically be via a modem and telephone line, and a service 
provider or server acts as intermediary, the client accessing the Internet via the server. In addition, 
the server allows the user to set up an Internet site. It will be appreciated that the server generally 
comprises a fixed station. Such an arrangement can give rise to an unnecessary level of inflexibility . 
In particular, it is often time consuming and unnecessarily complex to have to access the fixed 
station server to set up or access an Internet site. 

Various developments to Internet related systems have been disclosed in various 
patents. For example, U.S. Patent No. 5,550,984 relates to a security system for connecting 
computer networks, U.S. Patent No. 5,544,162 relates to abridge for connecting parallel processors 
to the external environment, U.S. Patent No. 5,517,494 relates to a routing protocol for multicast 
messages across the Internet, U.S. Patent No. 5,416,842 relates to message transmission between 
firewall servers, U.S. Patent No. 5,410,754 relates to an interface between a wire line carrier and a 
remote host on a Local Area Network (LAN), U.S. Patent No. 5,400,335 relates to an Integrated 
Services Digital Network (ISDN) - LAN connection terminal, U.S. Patent No. 5,353,283 relates 
to packet transmission across a series of modes in a network, U.S. Patent No. 5,35 1,237 relates to 
a network of LAN's connected to an ISDN including a plurality of routers/sub-routers, U.S. Patent 
No. 5,309,437 relates to a bridge-type device for coupling segments of an extended LAN, U.S. 
Patent No. 5,289,468 relates to a terminal adapter for connecting a LAN and a Wide Area Network 
(WAN) using an Internet Standard Protocol, U.S. Patent No. 5,276,789 relates to graphically 



displaying computer network topology, U.S. Patent No. 5,229,988 relates to a system for classifying 
duplicate source address replies, U.S. Patent No. 5,185,860 relates to a system for determining the 
nodes connected to a computer network, U.S. Patent No. 5, 1 66,93 1 relates to a system for an inter- 
network arranged to simplify the network addressing system, and U.S. Patent No. 5,442,633 relates 
to a method for routing a data packet between a mobile host and a destination host via a wireless link 
between the mobile host and a base station. The base station acts as a physical location of the mobile 
host and is linked to the network via a LAN sub-network. 

The mechanism of file name translation across a distributed network is known, for 
example, from U.S. Patent No. 5,483,652, incorporated herewith by reference. 

A range of products has been developed by Spyglass Inc., enhancing the Internet 
connectivity of existing devices. In particular, these products are designed to connect electronic 
products to the worldwide web such as cellular phones, cable T.V. set-top boxes, televisions, 
personal digital assistants and pagers, providing the infrastructure, applications and services to allow 
these devices browsing capability across the Internet. One such product is available under the 
trademark REMOTE MOSAIC, which converts browsing into a client service operation in which 
lightweight "viewers" are custom-integrated into devices which connect to a "proxy browser" on 
a remote server. The proxy browser handles applications demanding excessive process or memory 
capabilities such as caching and connects the device to other servers. 

In another aspect, there are numerous situations in which an instantaneous image of 
a scene or object is of considerable use and importance, for example, in insurance claims 
documentation where it is vital to document as accurately and completely as possible the 
circumstances against which the insurance claim is made. Conventionally, details are documented 
either in writing or by taking photographs using a film camera. This information is then 



subsequently entered with all other information relating to the insurance claim. Such a system is 
time consuming and error-prone, in particular because of the subsequent re-entry of information and 
transfer of the physical photograph to the relevant file. Similar problems arise, for example, in news 
coverage of an incident, police or other authorities 5 incident reports and so forth. 

U.S. Patent No. 5,583,994 relates to a multimedia information delivery network 
system. A wide area transmitter transmits the multimedia programs, which are received by a 
plurality of network servers for re-transmission to downstream network servers or a user. The 
programs are cached at the network servers as determined by a scheduler for efficient delivery of 
the multimedia program to each user. 

In another aspect, data terminals connected to the Internet are conventionally required 
to download applets in an appropriate agent implementation language from a host, which is a 
complex and slow process. 

Public spaces, such as airports or shopping malls, are being equipped with wireless 
local area networks which offer electronic services to their customers. To do so, controls must be 
in place to authenticate the customers, offer privacy and anonymity, and to properly provision the 
services to various classes of customers. 

SUMMARY OF THE INVENTION 
OBJECTS OF THE INVENTION 

It is an object of the present invention to avoid, mitigate or overcome the problems 
associated with prior art arrangements. 

It is a further object of the invention to provide reliable, authorized user access to a 
network, especially to electronic services in a wireless local area network. 



FEATURES OF THE PRESENT INVENTION 

According to this invention, a method of, and an arrangement for, enabling 
authorized access to a network and, in a preferred embodiment, between a client and an application 
server in a wireless local area communications network have a key distribution center at which a 
service key for identifying a client user, and a session key for authorizing access to the application 
server, are registered. 

The client initially requests and receives from the key distribution center over the 
network an electronic ticket signal encrypted with the keys. In response, encoded, machine-readable 
indicia having parts of different light reflectivity which identify the client user and the application 
server to be accessed are printed on a portable, physical ticket based on receipt of the electronic 
ticket signal. A reader for electro-optically reading the indicia is provided at the client. The 
physical ticket is presented to the reader to obtain from the indicia, data for identifying the client 
user and the application server, and for extracting the session key that authorizes the identified client 
user to access the identified application server. 

In a preferred embodiment, the key distribution center includes an authentication 
server and a ticket granting server. Initially, a request is sent to the authentication server for access 
to the ticket granting server. Thereupon, a response containing the session key encrypted with a 
ticket server key is received. Then, a subsequent request is sent to the ticket granting server for 
access to the application server. Next, the electronic ticket signal is received from the ticket 
granting server. 

Preferably, the printing is performed on a disposable medium, such as paper, and a 
two-dimensional bar code symbol, such as PDF-417, is printed. 



In addition, electronic access to the application server is preferably granted, for a 
predetermined time, after which access to the application server is terminated. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing objects and advantages of the present invention may be more readily 
understood by one skilled in the art with reference being had to the following detailed description 
of several preferred embodiments thereof, taken in conjunction with the accompanying drawings 
wherein like elements are designated by identical reference numerals throughout several views, and 
in which: 

FIG. 1 shows a terminal arranged to link with the Internet; 

FIG. 2 shows a block diagram of the connection system shown at FIG. 1 ; 

FIG. 3 shows an alternative configuration; 

FIG. 4 is a flow diagram representing operation; 

FIG. 5 is a perspective view of a data terminal; 

FIG. 6 shows an application of the data terminal; 

FIG. 7 is a block diagram showing components of the data terminal of FIG. 5; 
FIG. 8 shows a hand-held data terminal; 

FIG. 9 is a detail of a data terminal having highlighting capabilities; 
FIG. 10 shows a data terminal; 

FIG. 1 1 shows an alternative configuration for the terminal of FIG. 8; 
FIG. 12 shows a communications network with wireless gateways for mobile 
terminal access; and 

FIG. 1 3 shows a ticketing system for network and electronic service access according 
to the present invention. 



DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

A conventional Internet link is shown referring to the schematic diagram at FIG. 1 
and the block diagram of FIG. 2, and includes a remote terminal data device 1 comprising, for 
example, a lap-top computer, a personal computer (PC) or a mobile unit, as discussed in more detail 
below, linked to a server 2 via a suitable link 3, which can be a telephone link incorporating a 
suitable modem, a wireless link, or a cellular telephone link, among other possibilities which will 
be evident to the skilled person. The server 2 is, in turn, interconnected via line 4 to the Internet 
shown schematically at 5. When the user wishes to access a web site, the web site address is entered 
at terminal 1, and server 2 brings up the web site 6 at the given address from the Internet 5. 
Similarly, when the user wishes to create a site, the relevant information is entered at terminal 1 , and 
the site is created via server 2. 

While the system shown in FIG. 1 allows centralized site access and creation, it will 
be appreciated in certain circumstances that the system is cumbersome, for example, where it is 
desired to create a site very quickly. In addition, whereas in some circumstances a user will simply 
know what information is sought, and will "browse" through the Internet to find a site containing 
that information, in some circumstances the user may be entirely aware of the exact site which he 
wishes to access irrespective of the information contained at the site. In that case, the centralized 
system shown in FIG. 1 can give rise to unnecessary delays. 

An improved system is shown as a block diagram in FIG. 3 . Briefly, within the client 
terminal 1 itself, suitable server software 2 is retained. Accordingly, the client is able to create an 
Internet site directly, the Internet site 6 being stored at the server again directly at the terminal L 
The client/server then accesses the Internet 3 via a line or wireless link 4. As is well known, the 
Internet can be accessed generally by access points APj to AP N . 



As a result, an Internet site such as a web site is set up at the terminal without the 
requirement of accessing a dedicated server, as appropriate server software is included at the client 
terminal. When a third party wishes to access the site, they will have or be able to obtain details of 
the client server address and can thus access the client server via the Internet. 

A particular implementation arises in relation to client/servers provided in remote, 
mobile terminals communicating with the Internet via an access point with which it is in wireless 
communication. In that case, data is entered at the mobile unit, generally relating to the physical 
environment at which the mobile unit is presently located such as an image of the surrounding scene. 
Users wishing to access that data merely need the client/server address. The address is entered at the 
relevant access point to the Internet, and the site is pulled up directly from the client/server. It will 
be seen that the client/server can include a home page, which is actually pulled by the user, the 
specific sub-pages at the site being accessible via the home page, once the home page has been 
accessed. 

The system can use a data terminal of the type designated generally 1 0 in FIG. 5. The 
central elements to the data terminal 10 comprise a digital camera having a lens 12 and a wireless 
Internet link 18. 

Digital cameras are well known and the detailed structure will be apparent to the 
skilled man such that a detailed description is not required here. Briefly, however, the digital camera 
includes a lens system 12 for focusing an image onto a solid-state, two dimensional sensor, such as 
a CCD (charge coupled device) array. The image is thus pixelized and encoded, for example, as a 
bit stream. The encoded signal is decoded and displayed on a visual display screen 14 or output as 
hard copy. A "still" image is obtained in the same manner but by recording an instantaneous image. 
The majority of the components of the digital camera is not shown in FIG. 5 for the purposes of 



clarity. A CCD camera is preferable over, say, a laser camera as images can be recorded from a 
greater distance. 

The data terminal 10 further comprises a keyboard 16. In order to record an image, 
the lens 12 of the data terminal 10 is directed at the scene to be recorded. This is preferably 
displayed on the visual display screen 14. When a desired image is isolated, a button, for example, 
on the keyboard 16 is pressed, and a still image recorded. 

In the embodiment shown, the data terminal 1 0 further includes various optional and 
required components. The principal required component is a wireless signal transmitter 18 which, 
as discussed in more detail below, relays the recorded image to a remote access point for distribution 
from that point. Optionally, the data terminal 10 further includes a microphone 20 for recording, for 
example, a verbal description of the recorded scene, or for transmitting voice signals, a bar code 
reader 22 allowing alternative or complementary operation of the data terminal 10, a physical 
interface 24 for downloading of information stored in the data terminal 10 to a terminal to which it 
is connected by cable or other link, and a printer output slot for outputting a hard copy of the image, 
additional information, or as discussed in more detail below, a bar code symbol representative of 
the stored image. In addition, as discussed above, the terminal further includes server software 
allowing creation of a web site at the terminal. The web site can contain, for example, recorded 
images or sounds from the environment of the terminal together with text input at the keyboard 
and/or the user's recorded verbal commentary. A further feature that can be incorporated into the 
terminal is a global positioning system (GPS) of a known type. The GPS communicates with GPS 
satellites via a suitable antenna (not shown). As a result, the specific geographical location of the 
mobile device can be immediately ascertained. This can be provided as additional information 



broadcast by the device and can also be used by a central tracking system to ascertain where all the 
devices are at a given time. 

Once again, specific details of the various individual components will be well known 
to the skilled reader and, for the purposes of clarity, are not repeated here. 

In order to minimize costs, the network architecture is designed to minimize the 
amount of data traffic over the highest cost communication links. This can be done, for example, 
by selecting a communication route which utilizes the cheapest available lines. Where this can lead 
to delay, a prioritization system can be introduced ensuring that communication, in respect of which 
delay is unimportant, can be sent on a cost optimized basis, whereas those signals for which the 
speed of transmission is important are sent on an urgency basis. For example, where wireless 
communication gives rise to high costs as against physical interface communication, low priority 
information can be downloaded physically from the terminal to a cradle to reduce the power and 
processing burden and general cost burden. 

An alternative terminal configuration can be based on the arrangement disclosed in 
U.S. Patent Application Serial No. 08/691,263, filed August 2, 1996, assigned herewith. That 
application describes a modular type terminal having interchangeable data collection modules, 
together with a detailed discussion of communications between mobile units and the Internet. The 
modules can be a scan engine for reading bar code symbols; a two-dimensional, solid-state imaging 
module; a transceiver module for local or wide area network use; a cellular telephone networking 
module; and a location tracking module. 

The system can be used for coverage of news events. A journalist holding the 
terminal can store images of a news event, and record a report on the event. A web site can be 
instantaneously set up at the terminal via the internal server holding the report and other data. 
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Accordingly, a user wishing to find out about the news event merely needs to access the site via the 
network. The address could be known to the user or could be available from a central site on the 
Internet disclosing where various mobile units are located, and providing their site addresses. It will 
be seen that the technology could further incorporate a pay-per-view type system whereby the user 
is automatically billed for accessing the site. It will be seen that many other applications can be 
envisaged. For example, a police report of the scene of an incident, or an insurance operative report 
can be accessed actually on location at the incident, rather than relying on transfer to a stand-alone 
server for creation of a web site at that level. 

According to the embodiment, any suitable form of wireless communication between 
the client/server and the Internet can be utilized. Such systems are well known for roaming units, 
whereby access points to the Internet arranged to receive communications from mobile units are 
located at various geographical points. Known algorithms can be used for selecting which access 
point is the most suitable. The communication can itself be by radio waves or an optical link such 
as an IRDA Standard Protocol. It will be seen that another of the advantages of the system is that 
the site is stored at the terminal and need only be downloaded on demand via the wireless link, thus 
reducing the cost that would be incurred by transferring data continuously. Data that is never 
requested can be transferred over a less costly connection at a later time. 

Referring to FIG. 4, a flow chart of the operation of the terminal 1 is shown. At step 
1 10 the desired data, for example, an image or an audio recording is captured. The data is then 
encoded at step 1 12 into a suitable format to be rendered as a web page, for example, by creating 
a bit map. At step 1 14 the encoded data is processed to create a suitable web page according to the 
desired format, as determined by the server software and any user input. The process can then 
branch to step 116 where the page is stored at the terminal When a page access request is received 



at 1 1 8 by a remote user, who called up the known address for the terminal, the page is displayed at 
the terminal web site. According to an enhanced system, the process branches at 1 14, also allowing 
a specific page address to be created for the particular data stored in the given process, at step 120. 
The address and details of the page stored at the address are displayed on a home page at step 122. 
This allows a menu to be created for the terminal such that more than one page is available. 
Accordingly, when the site is accessed at 124 by a remote user, the remote user has the option of 
selecting the relevant sub-page displayed at the home page at step 126, allowing display of any 
desired page, returning to step 120. The system thus allows quick and easy operation with no 
programming required, and in particular, no HTML requirement. An instantaneous web page can 
be set up using the server software, the image to be displayed being stored simply by pointing the 
terminal at it and "clicking". Once again, the system can be designed with cost optimization in mind, 
ensuring that a minimum amount of data traffic occupies high-cost communication links. 

Referring to FIG. 6, when, for example, the police or other authorities, or an 
insurance operative wish to record details of a scene shown generally at 30, the image is captured 
as a still digital camera image by the data terminal 10 in the manner discussed above. The stored 
image is encoded, for example, as a bit stream, and the bit stream is transmitted or relayed via the 
transmitter 18 to a remote point. 

In the embodiment shown, the image information is relayed from transmitter 18 to 
an intermediate booster transmitter 32. This can either be one of a network spread across an area or 
can, for example, be carried in the data terminal user's vehicle or a carrying case. The use of a 
booster transmitter 32 reduces the broadcast power requirements of the data terminal 10 allowing 
more space to be dedicated to data storage/processing means or accessories, and increasing the 
battery life. It will be appreciated that the booster transmitter is, however, optional and, in many 
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cases, will not be required. Transmission can take place via an RF wireless link, microwave or other 
suitable wireless communication method. Where the vehicle is part of a larger GPS monitored 
tracking system, the arrangement can be a module incorporated into the system. 

Either the transmitter 1 8 in the data terminal 1 0 or the booster transmitter 3 2 relays 
the image information to an access point 34 including a receiver for receiving the relayed 
information signal. The received signal is input to a processor/data storage/decoder device 36. The 
image can then be transferred to any desired device, for example, a central data storage device for 
the user to access on return to his premises (for example, an Intranet or LAN), or a news and 
information network (such as the Internet) where it is desired to broadcast the image, or to a police 
or other authorities' information database where it is desired to record and document the image. The 
transmitted signal from the data terminal 10 may also include information such as the desired 
destination of the image, additional information relating to the circumstances, encoded information 
representative of recordings of any verbal messages, or recordings of sound messages further 
explaining the circumstances as recorded by the microphone 20. Information relating to the 
circumstances, or the destination of the image, can be input via keyboard 16. 

Where the web page is created on site at the terminal using an internal server, the 
transmission system described above can equally be used for third party access to the web page. 

A block diagram showing the components of the data terminal 10 is illustrated in 
FIG. 7. The data terminal includes various inputs comprising suitable transducers for converting the 
input signals to electronic signals. The inputs include the digital camera input 44 including a CCD 
array transducer, an audio signal input 46 including a microphone transducer, and a bar code symbol 
signal input 48 including, for example, a CCD array. Each of the signals is input to an encoding or 
digitizing sub-processor respectively 50,52,54, and the processed signal from each sub-processor 
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is transferred to a data storage and processing device 56. The data is stored, processed and relayed 
as appropriate to various outputs. Data relating to the image captured by the digital camera 44 and, 
as appropriate, any bar code data or audio data is transferred to a transmitter module 58 and is 
transmitted as described above at output 60. A hard copy of the still image, or, as discussed below, 
a bar code symbol representative thereof is output via printer drive module 62 and output 64. Where 
it is desired to download stored information via a physical interface, this is done at output 66. In 
addition, the data store/processor 56 receives information input to the keyboard 16 via a line 68 and 
sends the image from the digital camera input 44 to the visual display screen 14 via line 70. The 
system as a whole is powered by power supply 72, for example, a battery. Where the terminal is 
configured to create a web page on site, a server can be incorporated in hardware (or software, or 
a combination of hardware and software) as shown at 57. 

Accordingly, it will be seen that, in one aspect, the image data can be captured 
automatically and transmitted to a common database accessible to authorized users. The images 
could be transported and/or accessed via video servers, collaborative work group software and 
distributed multimedia, and implemented by desktop video teleconferencing. Processing of the 
image can be carried out on the raw data once it has been transmitted to the main network, allowing 
a further reduction in the processing requirements and, hence, the power and space requirements for 
the data terminal itself. 

A particular advantage of using a digital camera is that the image can be stored at 
high to medium resolution and transmitted electronically with a minimum of intermediate 
processing. 

It will be seen that a wide range of applications are available, in particular, relating 
to industries generally in which photographic (digital) images are regularly taken in the field. An 
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alternative to the insurance claims documentation application discussed above, where bids/estimates 
were involved, the item in respect of which the bid/estimate is provided, documenting, for example, 
the work required on the basis of which the bid or estimate was based, could be recorded. Similarly, 
where repair work or improvement work was contemplated, an appraisal could be made taking into 
account stored images. The system could be used as a general aid to documentation of items or 
circumstances. As discussed above, the system could be implemented in law enforcement. For 
example, the scene of a crime or an accident could be stored and relayed, or accessed. Indeed, felons 
could be photographed and the image compared against a suitable database for identification 
purposes using known image comparison techniques. The system can also be used as a preliminary 
aid to more exhaustive documentation of circumstances such as proofing and/or test shots. The data 
is preferably relayed as determined by a network architecture designed to reduce transmission costs 
by minimizing transmissions over high-cost communication links. 

As will be seen for all of the above possible applications and all other applications, 
the system includes particular and significant advantages, in particular providing immediate access 
to images for third parties privy to the image distribution network, providing access to all users 
simultaneously as desired, expediting processing time (as a result of immediate accessing), 
improving accuracy and/or efficiency, as a result of the availability of more precise information in 
particular in high resolution implementations, and associated cost savings in particular resulting 
from decreased processing time and improved accuracy. 

Yet a further possible implementation of the arrangement would be as a remote fire 
alarm or smoke detector. A terminal including the basic components of a digital camera or other 
image recordal means and network connectivity can be permanently or detachably mounted at a 
zone where it is desired to monitor for fire, smoke, poisonous gases, or any other such hazard. The 
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terminal further includes a hazard detector of any suitable type such as a smoke detector, a heat 
detector, a noxious substance detector or other. All these detectors are well known to the skilled man 
and do not require further description here. In the case, for example, of a fire alarm terminal, when 
a heat detector detects that the ambient temperature has risen over a preset limit, the terminal is 
activated to capture a still or moving image of the scene. At the same time, the terminal notifies the 
relevant authorities such as the fire services, and the image is transmitted in a manner discussed 
above to an access point at the fire station. Accordingly, the scene can be reviewed and it can be 
assessed whether a true fire risk exists or whether other activity to which the increase in temperature 
is attributable can be detected such as cooking activity. As a result, false alarms can be to a large 
extent avoided. It will be seen that a similar approach can be adopted for other hazard detectors, 
where an image of the scene is transmitted to suitable authorities when a potential risk is first 
detected for further assessment before full mobilization. 

A further implementation for which the system would be particularly suited and 
which would benefit from the advantages discussed above is in the field of goods transfer, for 
example, parcel delivery. When a damaged parcel is received, there is no way to know immediately 
the condition of the parcel when shipped. The system would, however, be able to acquire the image 
and transmit it to a remote location or create a suitable web page on site. The image could then be 
accessed at the receiving depot and compared with the actual received parcel to establish whether 
the condition had changed in any way. An alternative option would be to print the image 
information in a bar code format, the bar code itself being attached to the parcel itself. The bar code 
symbol could be decoded at the receiving depot, once again to compare the image with the received 
parcel. Evidently, a high resolution bar code symbol will be required, for example, under protocol 
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PDF 417. The reader shown in FIG. 5 includes the capability for such an arrangement including a 
printer and printer slot 26. 

It will be appreciated that the embodiments described above relate to specific possible 
implementations, and that there are a number of alternatives. For example, as shown in FIG. 8, the 
data terminal 10 is configured with ergonomic considerations in mind, fitting comfortably into the 
palm of the user's hand. As a result, the data terminal 10 can be quickly and accurately directed 
towards an image to be recorded, using the visual display screen to ensure that the image is as 
desired. At the same time, the keyboard can be manipulated comfortably using the user 5 s other hand 
to capture the image, input additional information and so forth. Alternatively, the terminal may be 
in the form of a conventional camera, or a video camera, or any other appropriate configuration 
allowing image capture, and, preferably, data input. 

The digital camera preferably includes auto focus capabilities and manual zoom 
capabilities with a separate button/trigger for zooming, which button/trigger may form part of the 
keyboard or may be provided separately. The manual zoom feature will assist in taking close-ups 
of the subject to be imaged. As mentioned above, a printer, for example, a low density, low quality 
printer can be included in the data terminal, or provided as an add-on, so that a hard copy of the 
image is available in the field. As also discussed above, the image could be printed in PDF 417 
format for subsequent decoding. 

FIG. 11 shows an alternative configuration for a data terminal. The terminal 10 
contains generally all of the components discussed in relation to the other embodiments herein. 
However, the terminal 10 is configured in a "point and shoot" design and includes a grip portion 120 
and a barrel portion 122. The grip portion is configured to sit comfortably and easily, with optimum 
balance, in the user's hand and further carries a trigger 124 and a thumb wheel 126. A display 128 
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and optional keypad 130 are provided on the upper face of the barrel portion 122 to allow easy 
viewing and input access to the user. The camera lens or other image recordal means are provided 
on the front face of the barrel portion 1 22 (not shown) allowing the user simply to point the terminal 
10 in the direction it is desired to record in. When the desired scene is viewed on a display 128, 
capture is effected by activation of the trigger 124. Zoom and/or cursor movement can be controlled 
by the thumb wheel 126, which is preferably located for optimum ease of use by the user's thumb 
when the grip portion 120 is held by the user. 

The processing speed and storage capabilities of the components of the data terminal 
can, of course, be determined according to the eventual cost of the system, for example, a slower 
and, hence, cheaper microprocessor can be incorporated. For more high-end applications, the data 
terminal could additionally include an SRAM card to store the still images. In addition, the visual 
display screen 14 can, as shown in FIG. 9, include LCD (liquid crystal display) capabilities. 
Accordingly, using a suitable pen 100, the image can he altered, for example, by ringing or 
otherwise highlighting areas of interest, the alterations being represented on the LCD display as 1 02 
in FIG. 9. The alterations can be deleted or revised additionally using the keyboard as appropriate. 

The range of implementations and the speed and efficiency of the system can be 
further enhanced by also incorporating bar code reader capabilities into, or in conjunction with, the 
data terminal. The construction and applications of bar code readers will be well known to the 
skilled man and do not require a detailed description here. Briefly, however, a bar code symbol 
comprises one or more rows of light and dark regions, typically in the form of rectangles or, for the 
case of two-dimensional codes, in the form of a two-dimensional array of light and dark spaces. The 
dimensions of the dark and light regions indicate encoded information to be read. A bar code symbol 
reader illuminates the symbol using reading beam generating means and senses light reflective on 
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the coded regions using reading beam detecting means to detect the dimensions of the coded regions. 
A decoder decodes the detected encoded information. Known symbols include, for example, 
UPC/EAN, Coder 128, Codabar and Interleaved 2 of 5. 

One known type of bar code reader comprises a data wand as disclosed in U.S. Patent 
No. 4,471,218, incorporated herein by reference. 

FIG. 10 shows a data terminal 10 of the type described herein above further 
incorporating an optical reader 110 incorporated in the data terminal 10. The reader 1 10 includes 
reading beam generating and detecting means, and the data terminal 10 includes processing means 
for decoding the detected encoded information. The reader 1 10 may comprise either a "flying-spot" 
laser scanner including means for scanning the reading beam or a "field of view" optical reader 
including a CCD array as detector. Both types of reader will be well known to the skilled reader, and 
a full description of the components and operation is not provided here. 

It will be appreciated that a wide range of implementations can be envisaged for the 
data terminal 1 0 shown in FIG. 1 0. In particular, it may be useful in many circumstances to be able 
to read information encoded in bar codes to adduce additional information to that retrieved by the 
data terminal from the external environment. 

A particularly advantageous embodiment is shown in FIG. 10. In particular, a book 
or other printed matter 1 14 is provided and can be carried by the user, including printed bar codes 
1 16 which are read by the reader 1 10, and the information contained therein utilized by the data 
terminal 10. As discussed in more detail below, the data terminal 10, in fact, comprises an Internet 
server capable of creating a web site at the data terminal carrying, for example, information relating 
to the external environment around the data terminal for access by users elsewhere on the Internet. 
In such circumstances, the terminal might conventionally wish to download executable code from 
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a host machine using an agent implementation language such as Java (a trademark). This system 
can be cumbersome and time consuming in view of the level of communications required between 
the client and the host, this problem is solved by storing the executable code (applets) in the form 
of two-dimensional, high-density bar codes 116 in the book 114. Each bar code symbol 116 is 
identified by a suitable short title or other identifying information in the book. When it is required 
to access an applet, the user is merely required to read the two-dimensional bar code using the bar 
code reader 110, and the executable code is immediately downloaded to the data terminal 1 0 for the 
data terminal 10 to use it as appropriate. 

The user carries a conventional book, for example, having five hundred pages of 2-D 
applet codes. Such a book would not be cumbersome and would indeed be attractive to many users. 
The system allows greatly accelerated downloading of applets in as little as fifteen seconds. 
Conventional downloading systems would still be waiting for connection to the host in that range 
of time scale. 

It will be appreciated that any suitable executable code could be stored in a desired 
language in the two-dimensional bar codes 1 16. A wide range of different applets could, of course, 
be stored according to this system and indexed appropriately. Indeed, the system could be used for 
fixed or dedicated clients, as well as the remote mobile client data terminal shown in FIG. 10. 

It will be seen that the data terminal can communicate with any suitable data network, 
for example, an access point to the Internet, or to a closed dedicated system relating to the user or 
to which the user subscribes, together with other users. Communication can be by way of RF 
communication or, if appropriate, infrared or microwave communication, or any other suitable 
wireless communication method. 
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Thus, as shown in FIG. 12, the mobile, wireless data terminal 10 carried by a user 
is capable of bidirectional wireless communication with at least one access point or node of a 
plurality of access nodes 150, 152, 154 ... 156 of a local area network (LAN). The access nodes are 
arranged throughout a venue, preferably a public space where individuals are invited to enter, such 
as a mall, a hotel, an airport, a sports arena, a trade show, a library, an office, a corporate lobby and 
the like. The access nodes are arranged for maximum roaming communications coverage so that 
the terminal 10 carried by an individual passing through the venue can reliably communicate with 
a first access node, and then with another access node when the terminal is out of range of the first 
node, and so on. 

Each access node is capable of wired or wireless communication with at least one 
content provider, and preferably a plurality of content providers 160, 162, 164... 166. Each content 
provider maintains a database of goods and/or services. By way of example, sports, news, weather 
and movies databases 170, 172, 174 ... 176 are respectively accessed by providers 160, 162, 164 
... 166. 

Thus, terminal 10 can communicate with any node which serves as a wireless 
gateway to any of the databases, thereby enabling the user of the terminal to gain access to any of 
these resources. One or more of the access nodes may be maintained by individual wireless service 
providers (WSP), for example, local or long distance telephone companies who maintain billing 
services to which access to the above described resources can be conveniently charged and billed. 

Wireless communication is initially established by associating the terminal 10 with 
one of the access nodes. The terminal transmits as association request to the access node and, in 
turn, to an association server 158 that is connected to all the nodes. The association server 158, in 
response, transmits an association response to the access node and, in turn, to the terminal. 
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Next, the user of the terminal needs to be authenticated. The terminal transmits an 
authentication request to the access node and, in turn, to an authentication server 168 that is 
connected to all the nodes. The authentication server 168 responsively transmits an authentication 
response to the access node and, in turn, to the terminal. The user manually initiates the 
authentication request, and the authentication server 168 validates the authentication request. 
Typically, the user presents a credit card 1 80, smart card or like token to the terminal which, in turn, 
reads and processes the token for validation by the authentication server 1 68. For this purpose, the 
terminal has a slot 178 and a magnetic stripe reader. The reader reads a magnetic stripe on the card 
as the card is slid along the slot. This process identifies the user of the terminal, and may result in 
the determination of additional information required to access the network, such as ESSID or 
encryption keys. 

The token may be limited to a single retail store or a single credit card service. In 
this case, authentication is processed by a subset of all the access nodes. 

Before a communication session is established with a destination, i.e., one of the 
databases, the terminal presents the user with a list of preset choices of various parameters relevant 
to the communication session, and the user is required to select at least one of the parameter choices. 
The list includes one or more of the following parameters: start of communications session, end of 
communications session, duration of session, quality of session, usage, number of databases, 
identity of databases, location of terminal, time of day, traffic class and category, encryption level, 
protocol, data packet loss, net throughput, channel, operating characteristics of the channel, data 
rate, minimal signal to noise ratio, minimal packet delay, transmit power level, priority requested, 
priority granted, bandwidth, speed, power consumption, and cost of each channel to a database. The 
user's selection dictates the quality and cost of the session. 
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During the communications session the terminal will measure the remaining air time 
for the session and alert the user with a visual reminder on the display or with an auditory warning 
by an on-board beeper. 

During the session, the session particulars are recorded at the access node and may 
be made available at the terminal after the session. For example, a report can be generated to 
provide the cost breakdown of the session for each WSP. 

The wireless transmission of data, especially personal and financial data, requires 
encryption, such as public key cryptography. 

Another authentication technique resides in a payment validation system which uses 
two codes. Once the user selects a form of payment, the user is prompted to enter a first security 
code on the terminal keyboard. This first code is validated by comparison to a second security code 
stored in a remote database. Payment is initiated once the first code has been validated. 

Payment can also be made in response to a bill sent by the WSP. This requires the 
user to have established an account in advance. 

In a preferred embodiment, the overall system comprises a large corporate/business 
network with wireless gateways for mobile terminal access. This network can track resource usage 
and calculate excess bandwidth. This bandwidth can be "leased" to visiting mobile computers using 
wireless networking, or to other companies. 

In one application, a company lobby has two wireless access points available. When 
a visitor arrives and wishes to lease network resources, he can connect to a limited access, low- 
security (with regard to corporate network) access point with default ESSID and be provided a 
DHCP-assigned temporary IP address. Using a web browser, the visitor can view a page that 
displays the network resources that can be leased at that location. Included in this would be several 
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choices of network access, with pricing according to the performance required. The visitor may, 
at this point, opt to lease some network time to check e-mail, or other network-related activities. 

The act of leasing network time would be as follows: The visitor will enter in some 
personal information, over secure sockets, required to complete a financial exchange (account, PIN, 
etc.). Once the transaction has been verified, the visitor will be transitioned to another wireless 
network access point that will provide the agreed upon service. The system will monitor the time 
and resources used and prorate the cost to the visitor. Since the system is monitoring the network 
activity, it can make smart choices as to the medium used to perform the function requested. At the 
expiration of the service, the visitor can request more time for a fee. The other wireless network 
access point that the visitor was transitioned to will have a different ESSID, only accept the visitor' s 
IEEE (MAC) address, and utilize all the high security features available to maintain system 
integrity. If it is not already clear, this visitor would not have access to features of the corporate 
network intended only for approved entities. 

This concept could be expanded to conference rooms or centers. Also this system 
preferably uses the IEEE 802.11b wireless network system protocol, but could be implemented 
using another wireless network protocol, such as Bluetooth, or a wide area network protocol, or a 
cellular telephone network protocol. 

FIG. 1 3 depicts a ticketing system for providing authorized access to a network and, 
more particularly, to electronic services, such as databases 170, 172, 174 ... 176, in a public space 
or venue, as described above, in which a wireless local area network having access nodes 150, 152, 
154 ... 156 are arranged. As described above, the user of terminal 10 utilizes a token, such as a 
credit card 180 or analogous token, to gain access to these electronic services using an association 
server 158 and an authentication server 168. FIG. 13 describes a variant on the FIG. 12 system by 
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using a printed ticket 200 as the token, and by using a key distribution center (KDC) 202 for 
enabling the ticket to be printed. 

A client 204 is depicted in FIG. 13 as a desktop personal computer, but it could 
equally well be a laptop computer, a personal digital assistant, or a terminal 10. The client is 
responsible for issuing tickets and has a name C and a first service key ¥^ which is derived from a 
password chosen by a user 206 of the client 204. 

The KDC includes an authentication server (AS) and a ticket granting server (TGS) 
having a second service key K^. The servers are logically distinct, but may reside on the same 
machine 202 as shown. The user 206 wishes electronic access to an application server 208 whose 
name is V and has a third service key K v . The application server 208 communicates with the 
content providers and databases desiring to be accessed by the user 206. 

The client 204 and the KDC 202 communicate over a wireless network which has 
a low level of security. Authentication controls to allow users and application servers to authenticate 
themselves unequivocally to one another are known, and a common protocol using strong 
cryptography for implementing such controls in a distributed networked environment is Kerberos, 
which is a protocol developed at the Massachusetts Institute of Technology and currently freely 
available and documented as Version 5. See "Using Encryption for Authentication in Large 
Networks of Computer", Needham. et al., COMMUNICATIONS OF THE ACM, Vol. 21 (12), pp. 
993-999, for background details. 

Wireless communication over the network is diagrammatically depicted by labeled 
arrows 210, 212, 214, 216, 21 8, 220. First, the client 204 sends a request along arrow 210 to the AS 
for electronic access to the TGS. The service keys Kc, k^ and K v are already registered at the 
KDC. The request includes the client name and a timestamp. The KDC sends a response along 
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arrow 212 which consists of a first session key K l5 the TGS and the timestamp all encrypted by the 
first service key Kc, as well as the first session key K { and the client name C both encrypted by the 
second service key K tgs . An electronic ticket has effectively been granted to the client to request 
direct access to the TGS. 

The client 204 next sends a request along arrow 214 to the TGS to request access to 
the application server. This request contains the timestamp encrypted by the first session key K l5 
the first session key and the client name both encrypted by the second service key K^, and the name 
V of the application server. 

In response, the TGS generates a second session key K 2 and sends a response along 
arrow 216 back to the client. This response contains the second session key K 2 , the application 
server name V, and the timestamp all encrypted by the first session key Ki as well as the second 
session key K 2 and the client name C both encrypted with the third service key K v . 

The client 204 receives the response on arrow 216 and controls a printer 222 to print 
encoded, machine-readable indicia, on the ticket 200. The indicia is a bar code symbol in PDF-4 1 7 
format which is a high density, two-dimensional bar code which can store about 1800 printable 
ASCII characters per symbol. See U.S. patent No. 5,337,361, whose contents are incorporated by 
reference herein. 

The ticket 200 is a portable, physical tag on a disposable medium such as paper. The 
ticket issued to the user 206 contains encoded information, namely, a password hash from which the 
first service key was derived, the application server name V, and the second session key encrypted 
by the password hash , the time stamp encrypted by the second session key, and the second session 
key and the application server name encrypted by the third service key. The ticket can take various 
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forms. For example, it might be printed on an airline boarding pass to allow business or first class 
passengers to have privileged access to the electronic services while awaiting a flight. 

The user 206 can present the issued ticket 200 to any one of the public terminals 224 
arranged around the public venue. A reader 226 at each public terminal is operative for electro- 
optically reading bar code symbols for reading and decoding the information contained in the printed 
indicia on the ticket 200. 

When the user 206 presents the ticket 200, the terminal 224 prompts the user 206 for 
the password. This information is compared to the encrypted password on the ticket. A match 
confirms that the user 206 has been authenticated to the terminal. The terminal 224 then extracts 
the encoded information on the ticket and sends a request along arrow 2 1 8 to the application server 
208. This request contains the timestamp encrypted by the second session key, as well as the second 
session key and the application server name V encrypted by the third service key K v . The 
application server verifies the request and creates a secure session by sending a reply along arrow 
220 to the terminal 224. The reply contains the timestamp encrypted by the second session key. 
At the end of a predetermined time specified by the timestamp, the session is terminated. 

It will be appreciated that any of the features discussed in relation to one embodiment 
can, as appropriate, be incorporated in any other embodiment without departing from the teaching 
of the present invention. 

While the invention has been illustrated and described as embodied in a bar code 
symbol ticketing for authorizing access in a wireless local area communications network, it is not 
intended to be limited to the details shown, since various modifications and structural changes may 
be made without departing in any way from the spirit of the present invention. 
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Without further analysis, the foregoing will so fully reveal the gist of the present 
invention that others can, by applying current knowledge, readily adapt it for various applications 
without omitting features that, from the standpoint of prior art, fairly constitute essential 
characteristics of the generic or specific aspects of this invention and, therefore, such adaptations 
should and are intended to be comprehended within the meaning and range of equivalence of the 
following claims. 

What is claimed as new and desired to be protected by Letters Patent is set forth 
in the appended claims. 
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